
Haryana Public Service Commission
Bays No. l-10, Block-B, Sector-4. panchkula

ANNOUNCEMENT

It is hereby announced for the information of candidates that the
commission vide announcement dated 13.0g.202s has decided to conduct the Subject
Knowledge Test for the posts of Assistant Directors (DNA, Lie Detection, cyber Forensic
& Toxicology) and senior scientific officer (cyber Forensic, scene of crime,
Documents, Physics, Toxicolog,, & NDps) Advt, No, 07 to l6t202s on dated 03/0410610j
& 08.11.2025 in FSL Madhuban, Kamal, Haryana. The scheme/pattern of exam and sylrabus
for the said posts are as under:-

Scheme/ Patlern of Exam :-

l. Subject Knowledge Test

a) l'ime duration of exam: 03 hours.

bt Sl llabus is enclosed.

c) The medium ofexam will be English language.

d) Total Marks: 150

e) Paper will be subjective type.

1.1 No candidate will be called for the interview /viva-voce test unless he/she secures a

minimum of 35% marks in the test.

g) 'I'he number of the candidates called for interview will be three times, including

bracketed candidates if any, of the advertised posts provided that they have secured the

minimum cut-off marks of 35%.

h) The weightage of the Subject Knowledge Test will be g7.5%.

2. Intervierv

a) The weightage of the interview will be 12.5%o.

3. The final merit list will be prepared by adding the marks ofthe Subject Knowledge Test and
interview.

Dated: o t1..ly}l Haryana Public
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Forensi & Toxicol d Senior Cyber

Examination of Biological Evirlences:
Blood, and its composition, Haemoglobin and its variants, physical properties of blood,
Identification of blood & blood ryping. Biochemistry and Genetics of .agol'.y.i"n,. 

Methodsol ABo blood grouping from blood stains, othei Blood Groupsystems - 
"Rhesus, 

MNS,
Lutheran, Kell, Dulfy, Kidd and Lewis. Differentiation between Human and Non-Human Blood
and tests used for its identification. Menstrual blood and its examination l-omposition,Significance in Forensics and Analysis).Examination of semen: composition, Forensic
Significance, Presumptive &confirmatory tests. Examination of Saliva: Biological
Characteristics of Saliva, Forensic Significance, Presumptive &Confirmatory tests. Examinationof Urine: Physical characteristics, chemical composition, Analysis, Tests &Forensic
Significance; Examination of Vaginal Secretion (Composition and Analysis).Examination of
Hair: Structure of Human Hair, Hair crowth cycle, Biothemistry of Human Fiair. Examination
ol Macroscopic and Microscopic features of human hair, comparison of Human and Animal
Hair, Forensic Significance of hair.

Genetics, Genome organizalion, Mutations & Repair:
Introduction ofplant and animal cells. Mendelian laws ofinheritance and its deviations, Types ol
inheritance (Dominant inheritance, recessive inheritance, sexJinked inheritances. and
polymorphic traits) Population genetics (Mendelian population, gene pool, Hardy- weinberg
equilibrium, deviation from H-w equilibrium, genotypei, phenotypes, multiple alieles, genetic
variants), Mitosis, meiosis, sex chromosomes, sex linkage, nondisjunction oi x .hru-oron1..,
genotypic sex determination, genic sex determination, X -linked recessive inheritance. X-linked
Dominant inheritance, Y-linked inheritance.Causes of evolution- admixture, selection, mutation,
drift. Genetic Diversity and variations; Haplotype analysis, various tools for phylogenetic
analysis.
Traditionalimodern concepts ol Gene. Nature of genetic material, Evidence that DNA is the
genetic material, Genetic Terminologies (Gene, genome, chromosome, genotype, phenotype,
etc.), Human Chromosome and its structure and types. Concept of Nucleic acidi, Structures and
roles of different types of RNA.Structure of DNA (A,B,Z forms oIDNA) Strucrure of chromatin.
chromosome, centromere, telomere, nucleosome, genome organization, chromatin remodelling;
types ofhistones, histone, modifications-methylation, acetylation, phosphory lation and its effeit
on structure and function of chromatin, DNA methylation, repetitive and non-repetitive DNA
sequence, Law of DNA constancy, c value paradox and genome size, Karyotype and ideogram,
chromosome banding pattem, types of chromosomes.
Mutations and their causes, types of mutation, mutagens, induced mutagenesis, mutation rate,
genetic load. Disorders: Phenylketonuria, lactose intolerance, genetic disorders, IJaemophilia.
thalassemia, sickle cell anaemia, Down's syndrome, Turners syndrome. Molecular Basis and
detection of inherited disease, gene mapping and genetic risk assessment, Repair mechanisms.
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DNA & Molecular Genetics:
central Dogma: organization of genome in prokaryotes and eukaryotes, chemical structure ofDIl ird RNA, DNA replication: Enzymis *d u..errory proteins, Mechanism ol DNAreplication in prokaryotes and eukaryoies. Transcription: RNA polyrnerases, features ofprokaryotic and eukaryotic transcription, transport of Riva within eukaryotic cells. Translation:
Structure and role of I-RNA in protein synthesis, ribosome structure, genetic code and theirproperties.; translation (initiation, elongation and terminatio, uria port translational
modifications).
Molecular Biology Techniques: Sanger Sequencing, automated sequencing, Mapping ol
sequence tagged sites, shotgun sequencing, survey of human g.norn", Nlxt Cineration
sequencing techniques, DNA modifying .nzyrnes, ginomic and cDfrA libraries, RecomuinantDNA Technology & Genetic Manipulations Techiiques in Recombinant DNA Technorogy.
Nucleic acid purification, detection & hybridization, pulse field ger electrophoresis, measuring
concentration ofDNA & RNA, radioactive labelling oiNucleic u.ldr, d"t""tion ofradio Iabelled
DNA, fluorescence in detection of DNA & RNA, chemical tagging, hybridization of DNA &
RNA, southern, northern, & westem blotting, FISH, real_time pCR, RAPD, and RACE.

Forensic DNA analysis:
History of DNA fingerprinting, DNA polymorphism, Genes and DNA markers in rorensic DNA
analysis, Introduction to mitochondrial DNA and its forensic importance, Sexual assault,
paternity testing & important case studies ofDNA fingerprinting.
DNA extraction, quantification and separation: Techniques ani equipment for DNA extraction
and purification, Different methods of DNA quantiiation, DNA separation and detection
techniques, RFLP, Polymerase chain Reaction (pcR)& its types, STI Genotyping & Resurt
Interpretation. Paternity/maternity indices, sibship indices, Advanced y-srti aia x_srR
analysis and its significance in establishing paternal relationships. Phenotypic and ancestry
informative markers. DNA Mixtures - Analysis & Interpretation. Databases in'DNA Forensics

Non-humon DNA testing:
sources, domestic animal DNA testing, canine STR Loci and assays, canine mtDNA Testing,
species identification: (mtDNA cytochrome b gene, mtDNA 12s rRNA gene, mtDNA Col
gene), wildlife DNA testing: genetic markers, geographic origin identification, Microbial
Forensics - Microbes of forensic impoftance, microbial forensics program, epidemiology,
Microbial forensic tools. Dynamics of disease transmission, Outbreak investigation. Deliberate
in^troduction ola biological agent, DNA of microbes in soil for crime detection.-Forensic Aspects
of Biological roxins and fungal toxins. Biosensors, use of remote sensing techniques for
population study of endangered plants and animal species. DNA banks for endangered animals
and DNA database controversiss. Forensic Botany - various types of wood, fruits, seeds and
leaves - their identification and matching.
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Unit-l:
Foundations of Psychorogy & Forensic psychorogy: Definition of psychology; Historicar
antecedents of Psychology and trends in the 2rst 

".riu.y; 
psychology uni ,cieni#c methodsi

Psychology in relation to other social sciences and natural sciinces; Xpplication of psychology
to societal problems; General/cognitive psychology, Abnormar/ clinicai psychorogy, Industrialorganizational Psychology,. social and criminat psychology; r.y"t oiogi"ui"upproaches/
Theories, Criminology & criminal Justice, Deviance anj crime-.-Tradiiional irrd cont"-po.a.y
forms of crime: children in conflict with Law Juven e crimes, psychologi"ui ii.ori., or
crime; Bowlby, Eysenck, Gottfredson & Hirschi, conflict; co[aboration ind competition,
Discrimination, Stigma and relative Deprivation; culture & Self and its implications io, grorp.
Aggression and violence; Determinants; Interpersonal and intergroup forms ofaggression.
Unit-2:
Biology of Bchaviour: Anatomy of the brain; Major anatomical sub-divisions of the human
brain, surface, interior, cortical and sub-cortical ."gions, ,er.ons, synapses, left & right hemi-
spheric functions, Brodmann cortical Areas, wemicke Area, Anaiomical connectiviy, blood
supply and cSF system, Neurobiology of Sensory and Motor systems; The organization ol
sensory system in terms of receptors, relay neurons, Thalamus and cortical processing of dif'-
f'erent sensations. Mechanism olsensation and perception.
Development of Human Behaviour: Growth and development; principles of development, Role
of genetic and environmental factors in determining human behaviour, Influence of cultural
factors in socialization; Life span development-Chaiacteristics, development tasks, promoting
psychological well-being across major stages ofthe life span.

Unit-3:

Personality: Definition and concept of personality; Theories of personality (psychoanalytical,
socio-cultural, interpersonal, developmental, humanistic, behiviouristil, 

'trait 
and' type

approaches); Measurement of personality (projective tests, pencil-paper test); The Indian
approach to personality; Training for personality development; Lateit ipproaches like big 5
factor theory; The notion ofselfin different traditions.

Intelligence and Aptitude: concept of intelligence and aptitude, Nature and theories ol
intelligence-Spearman, Thurstone, Gullord vernon, Stemberg and J.p. Das; Emotional
Intelligence, Social intelligence, measurement of intelligence and aptitudes, concept ol Ie
deviation I Q, constancy of I Q; Measurement of multiple intelligence; Fluid intelligence and
crystallized intelligence.

Attitudes, values and Interests: Definitions of attitudes, values and interests; components of
attitudes; Formation and maintenance of attitudes. Measurement of attitudes, vilues and
interests. Theories of attitude changes, strategies for fostering values. Formation of stereo-types
and prejudicesl changing other's behaviour, Theories ofattributionl Recent trends.

I.gnguage and Communication: Human language-Properlies, structure and linguistic hierarchy,
Language acquisition-predispotion, critical period hypothesis; Theories of Language
development-Skinner and chomsky; Process and types of communication-effective
communication training.

Director (Lie Dete
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Unit-4:
Sensation, Attention and Perception: Sensation: concepts ofthreshold, absolute and difference
thresholds, signal-detection and vigilance; Factors influencing attention including set and
characteristics of stimulus; Definition and concept ofperception, 6iologicai ru.to., in perception;
Perceptual organization- influence of past expiriences, ierceptual i.r.n..-ru.to1 influencing
space and depth perception, size estimation and pe.ceptual readiness; The plasticity oi
perception; Extrasensory perception; Culture and perception, Subliminal perception.
Learning: Concepts .and theories of leaming (Behaviourists, Gestaltalist and Information
processing models). The processes ofextinction, discrimination and generalisation. programmed
leaming, probability learning, self-instructional leaming, concepts, ;il.; il the schedules of
reinforcement, escape, avoidance and punishment, modelring -d .o"iuit.u.ning.
Memory: Encoding and remembering: Shot-term memory, Long{erm memory, Sensorl.
memory, Iconic memory, Echoic memory: The Multistore model, levels of processing; Or-
ganization and Mnemoni.c techniques to improve memoryr Theories of forgetiing: decay, in-
terference and retrieval failure: Metamemory; Amnesia: Anierograde and retro-grade.
Thinking and Problem Solving: Piaget's theory of cognitive development; Concept formation
processes; Inlormation.processing. Reasoning and problem solving. Facilitating and hindering
factors in problem solving. Methods of problem solving: Creaiive thinking and fosterin!
creativity; Factors influencing decision making and judgement; Recent trends. Motivation anJ
Emotion: Psychological and physiological basis of moiivation and emotion; Measurement of
motivation and emotion; Effects of motivation and emotion on behaviour; Extrinsic and intrinsic
motivation; Factors influencing intrinsic motivation; Emotional competence and the related
issues.

Unit-5:
Problem of social integration & Community psychology:
The concept ofsocial integration; the problem of caste, class, religion and language conflicts and
prejudice. Nature and manifestation of prejudice between the in-group and out-group; Casual
factors of such conflicts and prejudices. Psychological strategies for handling the con-flicts and
prejudices. Measures to.achieve social integration. Definition and concJpt of Community
Psychology. Use of small groups in social action. Arousing Community consciousness and
action for handling social problems. Group decision making and leadership for social change.
Effective strategies for social change. Application of Psychology to disadvantaged groups: T-he
concepts of disadvantaged, deprivation social, physical, culturai and economic consequences of
disadvantaged and deprived groups. Educating and motivating the disadvantaged towards
development; Relative and pro-longed deprivation.

Unit-6:
Psychological well-being, Mental Disorders & Therapeutic Approaches: Concept of health,
ill health, positive health, well-being, factors influencing positive health, well-being; Iifesryle

A an^d 9ullily of life; Happiness disposition; Concept of normality and abnormality; Introduction to
lJ ?lM & ICD classification: Clinical features & causal factori of major psl,chiatric conditions;
U-}-t Schizophrenia. Bipolar, Anxiety & Depression, Personality Disorders & Iiisorde.s oiChildhood

fl,0*,[, aqo Adolescence Psychopathy & Sociopathy, psychopathology of Addiction and sexua]
HDSr disorders, Mental and behavioural disorders due to psychoaciive sub-stance use, Autism,

Aspersers, Conduct disorder, ODD, ADHD and other childhood psychiatric conditions.
Psychodynamic therapies, Behaviour therapies, Client centered therapy, Cognitive and
Humanistic approaches, Indigenous therapies (Yoga, Meditation), Biofeedback the.apy,
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Prevention and rehabilitation of the mentally ill; dealing with children and adolescence, adult
victims, old-age victims, disabled person, juveniles; Neurocriminology; Fostering mental health.
Unit-7:
Psychology of Personality & Psychological Assessmerts: Definition, type, trait theories,
psychoanalytical theories, leaming and behavioural theories, and humanisiic theories of per-
sonality, Case history; mental status examination; rationale of psychological assessment; lie
detection techniques; 

_Polygraph, Brain Mapping, LVA & Narcoanalysisl Tests of cognitive
Functioning. Bender Gestalt Test (BGT), Seguin Form Board Test (SFBT), Wechsler Memory
Scale; Stroop Test, Raven's Progressive Matrices; Wechsler Intelligence Scale (WAIS).
Eysenck's Personality Questionnaire, Rottor's Locus of Contol Sca'ie, Beil,s adjustment
Inventory (students'and adults"), Temperament and Characteristic Inventory (TCI). Five Factor
Inventory (Neo-FFI), Millon's Clinical Multiphasic Inventory, MCMI-III. projective Tests -
Rorschach Ink Blot Test, Sentence Completion Test (SCT), Thematic Apperception Test (TAT).
Draw-a-Person Test / Human Figure Drawing Test (HFDT); Rating Scalei Introduction to iating
Scales, Characteristic & Type, Self-rated and observer-rated scales of different clinical
conditions such as Schizophrenia, Anxiety, Depression, Mania, OCD, phobia, etc.

Unit-8:
Forensic Assessment, Investigation and Interviewing & Interrogation:
HCR-20: Assessing Risk for Violence, Classification of Violence Risk (COVR), Carlson
Psychological Survey (CPS), Jesness Inventory- Revised (JI-R), The MacArthur Competence
Assessment Tool Criminal Adjudication, Rogers Criminal Responsibility, Assessment Scales (R-
CRAS). Sexual A violence Risk (SVR-20) etc.; Difference between interview & interrogation.
Objectives of interview, interviewing techniques, types of interview, characteristics of
structured and unstructured interview, interviewing skills (micro skills), open-ended questions,
clarification, reflection, facilitation and confrontation, silences in interviews, verbal and non-
verbal components.

Unit-9: Application of Psycholory in:
Work Place and Organizational Behaviour: Personnel selection and training. Use of
Psychological tests in the industry. Training and human resource development. Theories of work
motivation. Herzberg, Maslow, Adam Equity theory, Porter and Lawler, Vroom; Leadership and
participatory management, Advertising and marketing; Stress and its management, Ergonomics;
consumer psychology; Managerial effectiveness; Transformational leadership; Sensitivity
training; Power and politics in organizations.

Economic development: Achievement motivation and economic development. Characteristics
of entrepreneurial behaviour. Motivating and Training people for entrepreneurship and economic
development; Consumer rights and consumer awareness, Government policies for promotion of
entrepreneurship among youth including women entreprenures. Entrepreneur-ship through e-
commerce.

Psychology of Gender: Issues of discrimination, Management of diversity; Glass ceil-ing effect,
/ Self-fulfilling prophesy. Women and Indian society.

6[, Environmental Awareness: Environmental Psychology effects of noise, pollution ancl
Zl"rottrwding. Population Psychology: Psychological consequence of population explosion and high

u'l 'nv'{tponulation density. Impact of rapid scientific and technological groMh on degradation of
lenvironment-

Educational Field: Leaming styles. Gifted, retarded, leaming disabled and their training.
Training for improving memory and better academic achievement. Personality development and
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value education. Educationar, vocational guidance and career counse ing. Use of psychological
tests in educational institutions; Effective itrategies in guiaance programmes.
Impact of Information Technology and Mass Media:
The present scenario of information technology and the mass media boom and the role orpsychologists. multilevel marketing. Impact oi TV and fostering value through lT- -d *ur.media. Psychological consequences of.recent developments in Iniormation i..f;""i"gr.'u"-aa
influences on pro and anti-social behaviour. r-pu"t oirociut media and smart devices

Military Psychology: Devising psychological tests for
Training, counseling; training psychologists to work,
positive health; Human engineering in defince.

Sports Psychology: Psychological interventions in improving performance of athletes and
sports, persons participating in Individual and ream Games, Drug abuse & doping in sforts.

Psychology of rerrorism: Motivations, behaviours, social identity, group dynamics, perceived
grievances, ideological beliefs, violent extremism, psychorogicai uip".L or radicalLation &
deradicalization

Rehabilitation: Primary, secondary and tertiary prevention progr.rmmes rore of psychorogists.
organising of services for rehab.ilitalion of physicilly, mentaily Ld socia[y .r,uit.ng.J p.oon,
including old persons. Rehabiritation of persons sufrering from substance ubui", .1ur,"nil"delinquency, criminal behaviours. Rehabiiitation of victims of violence. Rehabilitation of
HIV/AIDS victims, the role of social agencies.

Unit-10:

Research & Developments in psychorogy & Research Methods: 'rypes of research:
Descriptive, evaluative, diagnostic and prognostic; Methods of Research: Survey, observation,
case-study and experiments;_ characteristics of experimental design and non-experimental
designs; quasi-experimental designs; Focussed group discussions, 6rain storming, grounded
theory approach, Major steps in psychological risearch (problem statement, hipothesis
formulation, research design, sampling, tools of data collection, analysis and interpretaiion and
report writing); Fundamental versus applied research; Methods of data collection linterview,
observation, questionnaire and case study). Research Designs (Ex-post facto and expeii-mental).
Application of statistical techniques (ttest, two-way ANovA, conelation and re-gression and
factor analysis).

Issues and Perspectives in Modern contemporary psychorory: Computer application in the
psychological laboratory and psychological testing; Artificial inteiligence; psychocybernetics;

delence personnel for use in selection-
with defence personnel in promoting
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AO/t. No. 0912025 & lll2025
UNIT 1:

Basics of Computersl Definition, evolution, types of computers, components of a computer,
Primary and secondary Storage Devices, Input and Output (/O) devices, Understanding Disk,
Volume, and Partition, HDD and SSD Structures, Number Systems and Logical Opeiations,
Operating System, Boot Process, Process and Memory Management, Windows OS Architecture
- FAT and NTFS File Systems. Understanding and Analysing FAT and NTFS File Systems,
registry and log-based lorensic analysis, concept ofEvent log analysis
UNIT 2:
Computer Network: Basic concepts of Computer Network and its types, understanding network
architecture: client-server, peer-to-peer, Network ropology: Bus, Star, Ring, and Mesh, Network
Interface Controller (fllC), Open System Interconnection (OSI) and TCP/P reference model,
Protocols and functionalities of each layer, types of connections, networking devices, wired vis
wireless networks: Communication devices: switch, router, gateway and others, concept of
Intemet and Internet Service Provider (lSP), Domain Names, Secure transmission, Prosy. Virtual
Private Network (VPN), mailing protocols and file transfer protocols.
UNIT 3:
Cybercrimes and their types, Concepts of Information Security, identifying a cyber threat, and
the need for Incident Response and Incident prioritisation. Classification of Digital Devices, their
technical architecture and components, and connectivity of such digital devices. Security and
vulnerabilities associated with these devices.
Investigation of cybercrime: Branches of Digital Forensics, Investigation of digital crime scenes,
maintaining proper documentation, and chain of custody. Standard Operating Procedures for
Handling, Preservation, Acquisition, packaging, labelling & Transponatior of electronic
evidence, digital data acquisition tools, identif,ing and collecting data from relevant digital
sources such as hard drives, mobile devices, network logs, cloud storage, or email servers, hash
value generation, Methods of Data Recovery and Carving, analytical techniques for analyzing
digital data such as metadata examination, keyword searches, timeline creation, log correlation,
or pattern analysis using specialized software. Tools used for analysis and evaluation of digital
evidences-

Incident Handling Process, Real-time log capture and analysis, Botnet identification, and
Counteraction, Enterprise Solutions for Incident Response and Recovery. Timeline Analysis
Malware Handling, Report Writing, standards to perform a live response, live data collection on
Microsoft Windows systems & Unix-based systems, types of network monitoring, setting up a
network monitoring system, network data analysis, collecting logs generated from network
events.
UNIT 4:
Information Security: Confidentiality, Integrity, and Availability (CIA) Triad, Authentication,
Authorization, Non-repudiation, concepts of Cryptography & Steganography, Symmetric and
Asymmetric algorithms, Hashing Algorithms, Cryptanalysis, Digital Signature, Digital

A Certificate, Certifying Authorities (CA). steganalysis and its challenges. Vulnerability
( I Assessment and Penetration Testing (VAPT), vulnerability v/s weakness, types of
U, vulnerabilities. Common Vulnerabilities and Exposures (CVEs), Common Vulnerability Scoring

,,., 
""-l:''System 

(CVSS), vulnerability assessment tools and techniques, penetration testing and itsur'f,PP' 
methods/ioots.
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UNIT 5:
Mobile Forensics: Basics of mobile devices, Motile communications, resource constraints andchallenges, types of acquisitions, rooting & lail-breaking. Android os architecture and filesvstem, app permissions, Jogging mechai;sm"in android-ph;;;, ,;;';iarrefacts, tools andtechnologies for Android 

.forinsiJs, chatlenges & limitations of Android forensics. Ios: iphoneos (ios) architecture, ios file.rv*"^,'ios upp p..-ir.ionr,-;;;; in ioS, tools &technologies for ios forensics, challenges'& li.itution. of ioS forens]Js. i.o.en.ic analysis ofPagers, Wearabl" d*i::r;_?nlgther smart gadgets,.CDR (C", D"; R;;;;dl anarysis, handlinghoax calls, voice over Ip (VoIp) technologf, arid calls.
UNIT 6:
Nehvork forensics: crimes committed within or targeting computer networks: challengesinvolved in acquiring evidences f.orn u.o.pri", network,_analyzing logs from network devices,Intemet Protocol Detail Record (IPDRt analysisl_Nerwork p;k;iffiG;: anatysis of serverlogs: role ol Securiry lnformation ana gveni Managemenr rii-inaJ'l,ij^nrewall in nerworkforensics;
wireless communications: wi-Fi, Bluetooth, Near Field communication (NFC), and otherrnethods of wireless communications, cloud Forensics: definition oi.tJua, ur"Ht".ture, andtypes of clouds, containers, Docker, virtualiz ation, anaryzing"ra i""".rig"i"! croud logs.
UNIT 7:
Memory Forensics: acquisition, anarysis, and interpretation of volatile memory (r{AM),overview of memory structures, types of data stored in naw, -Jtr," ,ignin.un"" of memoryanalysis in identifying malware, .urri"g processes,,network connections]and system artifacts,memory acquisition tools and techniques, use of analysis frameworks like volatility and Rekall,detection of rootkits and hidden p.oi".."., extraction of en"ryptior-t 

"ys, 
aia identification olsuspicious behaviours. Challenges and legal considerati"", il#;;;y'#r;;;r.

UNIT 8:
open-Source Intelligence and social Media Profiling: an introduction to oSIN'I, its importancein digital forensics, and the ethical.and legal consideritions involved, th.,r.rrniqr., and tools forcollecting, analvzing, and varidating dat-a from *.usite., l;;;;J;iui'rnraiu platforms,identifying digital footprints, tracking user activities, analyzing'..i"a".,--a understandingbehavioural partems across platforms like Facebook, T;ii;, ilt";.",rrliiL,nt"at.. The useof oSINT tools and frameworks: georocation, reverse image ."*Irr"r,' tro"ui assessment, andcybercrime detection. Fake news deiection and analvsis.
UNIT 9:
Multimedia Forensics: Introduction to speaker recognition, Speaker profiling. Toors andtechniques for audio examination, Introduction to Audio 

-Authentl.itl"r, 

"ri.raio enhancementtechniques.
video/lmage Forensics- Introduction to video analysis: frame extraction, frame by frameanalysis, shot by shot analysis,- Video/image processing and eniancement, Video/imageauthentication, technical aspects of the video iiagl nt"., 

"o"tt""ilon, 
n-""airrg, -a preseruationolvideo/image files. Introduction to CCTV Forensrcs

fl uNrT 10:

rt( Introduction.to Disaster Recovery (DR) planning, Identification of potential disaster status, DR
a l:T,:1,.r, 

Pla,ns lor Business.Resumption, CatJgory to Cyber_crime, Cyber Law, IT Act 2000I ano Its amendments, 
. 
International Cyber Laws, cyber Ethics, Child Sexual Abuse Material''i,''if"related ro the cvber domain. various acts *i,,J,"'r".ii;'.';;,iTil?Xl!,".uri,y on,t.cyber domain, NIST, srec, BIS and SWGDE_guide.tines for aigi;' Jd"n."s. AuditingStandards and Frameworks: ISO/IEC standards, coBIT framewo.t] soc,t l-oc Compliance,
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DPDP Act, 79-A certification process, importance of digital evidence as per BNS, BNSS and
BSA. Legal admissibility of digital evidence in Indian Courts, Report writing for cases involving
digital evidence.

UNIT 1I:
Advancement in cyber forensics: Introduction to the fundamental concepts of Artificial
Intelligence (AI) and Machine Leaming (ML), data pre-processing, supervised and unsupervised
learning techniques, and their application in anomaly detection, -il*ur" classification, and
intrusion detection systems, use of Al in image, video, and audio forensics, natural language
processing (|ILP) for analyzing textual evidence such as emails or chat logs, forensic toolkits
powered by AL/ML ethical considerations, and challenges such as data biai, lalse positives in
forensic investigations. Concept ofBlockchain for digitai evidence integrity, cioud forensics, loT'
forensics, crypto currency, deep fake technology, drone forensics, Metiveise and deep web/dark
web investigations.

n6 ,/-
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Introduction to Forcnsic_science: Definitions, History and Development crime SceneManagement and Invesr isation:. corecr ion. pre;;;" packing and e"r,.iu.ii"e-or physicaland rrace evidences ror"anarvsis. r-.gui-uni i"ri p.".arr. ;";;;i;; ;li.?", .oi.onyForensic Statistics: Mean. Mode. Medi"an. c"""[i."'-a Regression ana-rysis. Nu, Hyporhesis,
Jlilitj;lliil;H;f,tXil,i d, ry;;;6;;;, il;#,," oic"nt.a-i!',i0"".,,"i*0.,,,o, 

",
Role of analytical chemistry:. classification of analytical methods classical and instrumental,Types ol instrumentat 

"ritr-r]::,.-"]*,td ;; ;;iil;l method, Neatness and cleanliness.Laboratorl operations and 
.practices. Anaryrical barance. Techniques or weighing. errorsVolumetric glassware: creaning. ana caiuratio.;f ;;;;*".". Sampre preparation: dissolutionand decompositions. Gravimetiic techniques, S"i""t"i.g"ura handring of ieagents, Laboratorynote books. Safery in the analyical taUoraiorf

Introduction to Toxicorogy: definition. and history, concepts of forensic toxicorogicarexamination and as significance.. La1s...r.,r"g ,"'p"il"ning. poisons and their crassification.methods ol adnrinislration or poison. Mode of 
-action. 

Diugnori. and management of poisoningcases. Heavy Meral poisoning and vetal 
-aniagonists. 

f.ra. -r.r.r.y., 
ur..ni..organophosphorous. organochlorol 

. 
carbamate f""i"iJl. and pyrethroids poisoning cases.Environmentar impact on insecticides, 

- 
Dd ;;;;il"r.e and its management, crinicartoxicology Action and administration or orugiuJioi]ons Different methods of extraction ofdrugs and poisons, clean up procedures -O "rIiyrir. 

- -'"-

collection and preservation of biological evidences (viscera and for body fluids) andcircumstantial evidences in fatal-and ,ririrut "u."ci*iri*i". "i'.".notr1l'in",iXlo."ro.r,postmortem examination, specific^ analysis plan/approach to toxicoloficar 
""*u,,iriuiion. 

orpoisoning samples crassificarion of marrlces. i..i^rii'" rra Exrraoion 
"ri"ir"" lrrg";y ""ri"r,classical and modem methods using inrt.rr.ntuii."-finiqu..

Qualitative analysis: Sample preparation, dissolution, digestion and fusion, Nature of traceanalysis, spot tests and spectroscopic methods, s".""rinf*rt, commonly engaged in chemicaland toxicological analysis of arcohor, drugs, pesticffi poisons and their metabolites thanautopsied samples, blood and urine samplesl Quantitative'analysis: volumetric and Gravimetricanalysis.

Solvent extraction: Advantage and application, Derivation of the relation between thepercentage extraction and number of extraction, relation between distribution .utio anddistribution coefficient, quantitative treatment .i;.r1;i chelate in extraction systems. pH

:Xli:::i3 
curve, masking agent, salting out technique, multiple extractions, soLiJ pnus.
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Crimc Sccne Managcmcnt

Introduction to crime Scene Managemen! Definition of crime, Essentials or a crime, causes
and consequences of crime, Theoriis of crimes. Various types of crime: white colar crimesEconomic crimes, organized crimes, Environmental crimes, cyber crimes, Terrorism,victimless crimes, Hate crimes, Honour crimes; criminal behaviour and theories; Modusoperandi; criminal profiling; corpus Delicti. Basic concepts or vrctimotogy. Juvenire
delinquency. Social change and crime.

Related Laws: Provisions ofcode of criminal procedure- FIR, complaint, Sec.291, 292,2g3,
Framing of charges, Bairable and Non-Bailable offense, cognizabre *d non-.ognLJre ollbnse,
1,..o-1r: warrant, Investigation, inquiry, and trial. Important provisions of indian Evidence
Act, 1872- Section 32, 45, 46, 47,57, 58, 60, 65, 65-8, 73, 135, 136, 137, 159. Important
Provisions of Indian Penal code, 1860- Definitions, General Exceptions, Relevant provisions.
IPC 302, 304,306,307,309,375,3i6,377,499 and cr pc 174. Medico-Legal Aspects - pM
report, Dying Declaration, Exhumation& Expert Testimony. The cri"minal procedure
(ldentifi cation) Act, 2022.

Forensic Science: Definition, Basic, principles & Significance, History & Development of
Forensic Science, Organizational structure ofForensic Science, Frye case and Daubert standard,
labs in central & stare, DFSS/ CFSL/ SFSL/ GEeD/ FpBs establishment & expansion,
I{ierarchical set up of Central Forensic Science Laboratories, State Forensic Science
Laboratories, Branches of Forensic science, police structure, organization set up of police
structure.

crime Scene Management and Reconstruction: Defining the Scene ol crime, managing a crime
scene & its hierarchy, Role of First Responding officers, Securing the ciirie ,oene,
Documentation/ Note taking of crime scene, crime scene photography, Camera & other
photography tools, Sketch drawing of scene of crime, Search pattemi oi a crime scene. use of
video and GCTV, collection of clue materials, chain of custody. crime Scene Reconstruction,
Importance of Pattern Evidence in Reconstruction: Bloodstain pattern Analysis for
Reconstruction, Gait Pattem Analysis, Glass Fracture pattems, Fire Burn pattems, Fingerprints
& Footprints on crime scene, Tire, and Skid Mark pattems, crime or suspect vehicle
identification.

Report writing and cout testimony: General aspects of the report, processing of the repon,
Panchnama, admissibility of expert's testimony, pre-court preparation and court appearance,
examination in chief cross-examination, and re-examination, ethics and bias in forensic science.

Crime Detection Devices: types of crime scene kits, their applicability and utility on crime sccne,
mobile lbrensic labs, Alternative Light Sources, uv, IR, X-Rays, lasers and its types, their
nature and applications, Detective Dyes, Neutron Radiography, speed Detection Devices, Tools:
Basic Kits, Investigator's Kit, Tools used in Mobile laboratory. Digital Imaging of crime Scene,

"'-\ 3-D scannins technioue, Tele forensic Technology for crime scene invesiigalion, Technology

flffi"?rnouution ii crime ...n. .*ug.*ent, 3D simulation of crime scene, .iutomatic evidenie* if#k;":lion ii crime scene management,

important organizations: Police Academies, National Investigation Agency, Anti-terrorist
Squad, Police & Detective Training Schools, Govemment of Questioned Documents Examiners,

Advt. No. 1212025
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Fingerprint Bureaus, Natiorral crime Records Bureau, National Investigation Agency, centralBureau of Investigation, crime and c.i*in"r-rru.ting Network & systems, Research andAnalysis Wing, INTERpOL, Bureau of police n*.r..f, & Derelopmei;-;;;,;;, agencies

i:;:i$3"#;,:[Tj:'' investigations, 
"g"""i*-,"i.*.d ror the ;d;t,i;;;i'];;ation and

Analysis and estimation of i,icit liquor including methyl, ethyr alcohor denatured spirit, acetone.chlorolorm and erher in bodv fl;ids. br;; ;;';;.. Analysis of perroreum producrs inbiological specimens. post-mortem Examination *o prra changes in poison cases. lnseets andanimal poisons and their examination. pr-t poi*ro^und theii examina,t", il;;;;, papaverSomniferum, Atropa baradona, Marking *,, Nrr,-vo;a, oleander. Aconite, Abrus, cannabisSativa' coca. croton and various poisoio* a*"iur.r^ and pranr fungi. Meta,ic poisons: As,Sb, Ph. Ba, Cu, Hg, Zn and Thallium, f"ri.oiogi*f u,uiyri, of a."o.posed materiais.
Forensic pharmacological studies: absorption, distribution, pharmacokinetics and metabolism,pathways of drug metabolism, dru.g,"r.i"i,y, .*...ii""-or* a.ug, and poisons. Detection of.poisonon the basis of their metabolic stud-ies

spectroscopy: Principles, Techaique, Instrumentation and Applications, Atomic AbsorptionSpectroscopy, Mass Spectrom-etiy, 
-Raman 

Sp."i.or.opy. NAA, NMR, UV_Vi;ible, IRSpectroscopy, Fruorescence, x_.uv .!I9."1"# ;;;;#;," ii*ir,"i,;,i,"*lrl, 
"o,o,"oplasma atomic emission spectroscopy (ICpAES).

Microscopy: Microscope and its parts, Function, Apprications in Forensic Science, TEM. sEMElectrophoresis: Theory and principles. "!v'erv uwre.ev, t !:'rv

chromatography: Definition and classification, distribution coefficient rate of travel, retentiontime, adjusted retention time, retention volume, .o..."t.a retention ;i;,;;fi,Jj retentionvolume, Specific retention vorume, retative retention,;;il., capacity, separation number, peakcapacity. Shapes of chromatographic peak, column lrn.i"n.y, zone broadening. Van Deemterequation. resolution, optimization of column performun... erin"ipr., p.."ar." Iro ,pplicationsof Paper chromatographv, Thin Layer ct .o,nutogrufh; 1irc) ura High performan". i-iin Luy..Chromatography (HPTLC)

Analysis of co2, co and other poisonous gases, Analysis of psychotropic Drugs: Sedatives,stimulants, opiates, drugs of abuse, ueroin, Iiethaquuiori., rr.l"p*uo.u,.,'rrl.r.uri"*, "Mundru*.
LSD' Amphetamines, Benzodiaz"pine., riatop".ia'ot. a^nd other designer drugs. Analysis ofAbusive Drugs used in sports. Food poisoning B"tdil and ptomine poisoning. AntigenAntibody reaction and Application of RIA and airse i."t riques in detection of common SnakeVenoms.

Alkaloids: Definition, classification, Isolation, Generar properties and Analysis of Morphine,Codeine, Brucine, Strychinine, Nicotine, Atr"pir., Iit;.;amine, Cocaine.
chemical roundation of pH &.pK.v-alues. Acids, Basls, Buffers, weak bonds & covarent bonds.Amino acids and peptides - classification, 

"lr.rni.ui 
..u.tions and physical properties. Sugars _classification and reactions. Lipids - claisification, rt.u.ir.. and-functions. piot.in, analysis,Hierarchy in structure, Ramachandran ,,rp. p"rvr"".i-ides - Types, structural features,Methods for compositional analysis.

n
dj_
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6. Senior Scientific Officer (Documents)

Introduction to tr'orensic science:- Definition and Scope of Forensic Science. History anddevelopment of Forensic Science, Need and Principle. police and, Forensic sciencelaboratories/institutions in India^ and responsibility oi Forensic ,.i.n,ir,. crime scenemanagement techniques, types of crime scenes, crime scene ethics, role of the first anivingofficer, crime scene.documentation, searching, collection, packaging anJ fo.*u.aing ofphysicalevidences, Maintaining the chain ofcustody, i.econstruction ofscene of crime.
Expert testimony in court of law: admissi-bility of forensic 

"ria"n"e,lu\ir'. and acts relevant toforensic science.
The Metric system: Unit of measurement-SI units, Measuring devices, Accuracy, sensitivity andprecision of measuring instruments, Errors in measurement, Significani figu..r.
Mechanies: Laws of motion, Linear and rotational rnotion, rii"tion,'Ll"",ilr,y. Magnetism andElectricity ,rO l,: _":.rl: .properties... 

Holography; Importance of 
-"oil..n.", principle ofholography and characteristics, recording anld ieionstruction, classificaiion of hologram andapplication, non-destructive testing.

Laser:- Production, properties of laser beams such as intensity, monochromativity, coherence,directionality and brightness. Basic laser svstems Gas Lasers: 
-11; 

Molecular gas lasers, co2laser & N2 (ii) ionic gas laser-Ar* laser (iii) gas dynamic laser (iv) [lgr, p."**. pulsed gas laserSolid state Laser : (i) Nd : yAG laser, (ii) Nd:Glass rur"., 
"o.fu'.i.Jn or peifo.ma,ies 1iiilTunable, solid state laser: Ti:sapphire laser; Alexandrite laser ChemicaL Laser : HF laser, HCIlaser, COIL Excimer laser, Color centre laser, free electron tu...; ."-j*nauctor diode laser,Laser Beam propagation: Laser beam propagation properties oi cuu.riu, beam, resonator,

stability, various types of resonators, .".Lritoi for Hlh iain and d; ";;;gy lasers, caussian
beam focusing.
Basic concept of Spectroscopy: Atomic, molecular spectroscopy, imaging spectroscopy
Interaction of radiation with matter and its consequences. Reflection, absorption, transmission.
scattering, emission, fluorescence, phosphorescence.
Fluorescence and phosphorescence spectrophotometry: Types of sources, structural factors,
instrumentation, comparison of luminescence ana dv-visiul. 

"bro.pti; methods, Infrared
spectrophotometry: Dispersive and Fourier transform spectrophot;metry (FTIR) Samplehandling and preparation, quantitative analysis and interpretation of IR spectra, forensic
applications,
Raman spectroscopy: Theory, instrumentation, sample handling and preparation. Conelation ol
IR and Raman Spectroscopy, applications
Atomic Emission Spectrometry (AES): Instrumentation and techniques, arclspark emission
ICPMS, ICP-AES, quantitative analysis, applications.
Advanced Microscopy: The compound microscope, comparison microscope, stereomicroscope,
polarizing microscope, micro-spectrophotometei, scanning electron *i"ror"op" Detectors:
photographic detectors, thermal detectors, photoelectric Jetector pMT and semiconductor

/1 detectors.

ll S|L:,Tll:*:rnhy and Etectrophoresis: General principles and types of chromatographic
'A l1t-T':ytt PaPer chromatography, column chromatography, Thin layer chromatolraphy.

,,".""1 u fltlrytron chromatography, partition chromatography, Gas chromaiography, Cai_fiqria
"' n;,g.t :y-:Tatocraphy. 

ron e1g!1_ue_-9llomatography. Exclusion (permeatiori) chiomatography,
/ attrnrty chromatography, HPLC, HprLC, capillary chromatography and Electrophoresis.

Advt. No. l3l2021



l5

statistics: Statistical evaluation of data obtained by instrumental methods. Tests of hypothesis -teats of significance of attributes, z-test of signihcance and coefficient ol conelation. small

,,HXii ,til. 
T-test, paired test, chi_square test, F_test for equality of ,a.iunc., i.re.-r.rpf. ,.rr,

Forensic Document Examination: Legal aspects of forensic document examination, 293crpc.Section 45 evidence act, definitio-n oi !rp..tl rnaiu" i"rur coa" una". .".ii.nr' ";). zs, qer,405' and 420 classification of ao.r-.ntr, c*.,- landring, pr"r"*uiio, 
^ 

or' d1.rr.ntr;Preliminary examination of case docume*r, prir"ipi. oi handwriting examination, Importanceof natural variations, Holographic a"r-"*. L".parison of i-a.,.irirg, "principte 
offundamental divergence' naturar variatio* i, rruni.dtrng, nature and types of ibrgeries,characteristics of genuine and 

_forged .igrutr."., tt,"i. a"t""tior, artificial and naturar tremor,basic tools needed for forensic docu'me*J*"-i"Lti"" arii their significance.Alterations in documcnts: addition, deletion, ourit.ruiro"r, subsitutions, overwriting, built updocumcnts. determinarion of sequence or i"i.^..,i"e'rir;;;;: 'irr, ";-i'.r"liior,*.n"r,.^,
composition of different types ol inJ<s. desrructive and 

'non-destructi". 
t..nnilu.. 

'involved 
indiflerentiarion of inr' writing instnments. working oi tounrrin pen. balr pen. ger pen. writinginks, Printing inks and printing toners. Viscosity, Su-rface tension, Capillary risePaper examination: physical comparison, chemical composition, sizini ar teaaing materiars,tensile srrength, comparison techniques: destructive a non-aestructiu.. i*u,rinuiifi of printedlabels wrappers, rubber seal Impiession., ra"rr,nii.--tocument, photocopy and scammeddocuments: process of scanning. Indentei -riti;;;,- charrea documents: preservation andexamination techniques involved.

Printed document examination: printing technology, examination of type-script, classificationof printers identification of prinred ma'tter, diffeftnt frintrng t."r,""rogi.r, !*aJiration orcomputer printouts, Concept ofe_documenrs and digitat signature
Examination of sccurity documents: cunency noies, paJsport, Visa, Various identity cards,Stamp papers, travel documents. OVI ink, thermal ink, Examination of,credit, de;it ;;d ;herplastic cards.
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UNIT 1:

Forensic science: 
-Definition and Scope of Forensic Science. History and development olForensic science, Need and Principles of Forensic science. Forensic science laboratoriesInstitutions in India and their organizational structure, Functions & responsibility of Forensicscientist, Ethics in forensic science_

Introduction to physical. evidences. Types of physical evidences, Classification and Role ofphysical evidences in criminal Investigitions & Trails. Frye case and Daubert standard. labs incentral & State, Hierarchical set up of Central Forensic Science Laboratories,'ii;;;;#ri;
Science Laboratories, and Branches ofForensic science.
Bharatiya Sakshya Adhiniyam, 2023: Relevant sections dealing with Definition of Evidence,
Relevancy of Facts, Opinion of Experts, Primary Evidence, Se"condary guia"n.., Electronic
Digital Records, Admissibility of Electronic Records,
Bharatiya Nagrik Suraksha Sanhita, 2023: Relevant sections dealing with FIR, Zero FIR,
Courts, Report ofGovernment Scientific experts etc.
Bhartiya Nyaya Sanhita,2023: S.3- General Explanations, Mens Rea, Actus Reus
Report writing and evidence evaluation: compbnents ofieports and ieport format in respect of
crime scene and laboratory findings.
Court testimony: Admissibility ofexpert testimony, pre court preparation and court appearance,
examination in chief, cross-examination and re-examination.
UNIT 2:

Crime Scene Management: Introduction to the crime scene, Types of crime scene, Evaluation
and processing_of crime scene, securing the scene of crime, Documenting the crime scene

Q\'lote making. Sketching, 
IloJog.gpt y, videography of crime scene), role orihe first aniving

olficer at the crime scene Digital Imaging of Crime Scene, 3-D scanning technique. Searchin!
techniques of crime 

. 
scene, 

. 

processing or physical evidence-discor#rg, recognizing and
examination of physical evidences, safety miasures for evidence coliection. Collition,
preservation, packaging. sealing, labeling and forwarding ofphysical evidences, maintaining the
chain of custody. probative value of physical evidencei and reconstruction oi r."n" of crime.
Tele-forensic Technology, mobile kits and equipment, their utility on crime scene, Technology
innovations in crime scene management. E-sakshya app. Role of Al in Crime Scene Management
& Investigation
UNIT 3
Physical & Instrumental Techniques:
Theory and applications of Thermo-gravimetric analysis, differential thermal analysis and
differential scanning calorimetry. Density gradient ana'lysis, Specific Gravity analysis. Abbe,s
and Digital Refractometer.
spectroscopy: IR spectroscopy, Raman spectroscopy, FT-rR spectroscopy, Atomic Absorption
Spectroscopy, Atomic Emission Spectroscopy.
Lasers: Characteristics of laser light. Spontaneous emission, Stimulated emission, Stimulated

r\ absorption. Einstein coefficients, Population inversion and light amplification, Essential.
I I components of the laser. Ruby and He-Ne laser.

U X-rays: Productioni continuous and characteristic X-rays and their spectra, Mosley,s law:
I drtlractton oi X-rays by crystals, Bragg's law: Compton Effect.

. .. o/r'';'
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Natural Radioactivity & Radioactive Decays: Type of radioactive decays, theory ofradioactive disintegration, radioactive constants, Mean life of a radio .r.111.iit,'a.tlritv orradioactive sources, Radioisotopes their production &uses and forensic applications, Nuclear
Reactions: Types of nuclear reactions, conserved quantities of nuclearriu.tron,- .n.rgr.. or
nuclear reaction-Q-value & its experimental determination.
Nuclear Magnetic Resonance spectroscopy (NMR): Theory of NMR, Environmental effect onNr4R. NMR spectrophotometers, proton NMR, c-13 NMR,'and other nuclei, tteir effticatiors.
Microscopy: Introduction to principles, working and application: optical -i"ro."op",compound microscope, stereo microscope, comparis=on microscope, phase contrast .i".or"opa,
fluorescence microscope. Erectron microscope: Scanning election' microscope, transmission
electron microscope. Probe microscope: Introduction to principles, working, .*pia p,.pu.ution,
data interpretation and application: Atomic force microscope, Scanning ruinemj Mfuroscope.
UNIT 4:
Glass: Introduction to glass, Types of glass and their compositions, Forensic examination of
glass lractures under different conditions, determination of direction of impact: hackle marks.
backward fragmentation, Physical_ measurements of glass, color and flrorescence, physical
matching, density comparison, physicar ."rsur".ent., refractive index by refr;ctometer,
elemental analysis. and interpretation of glass evidence.
Paints: Introduction, composition, Manufacture of paint, types of paint, Forensic Examination
of Paints.and coatings: collection and preservation oi paint'samples, macroscopic and
microscopic techniques for the characterization of paint Fiagments, physical, chemical &
Instrumental analysis of paint, interpretation of paint Evidence.
Soil: Soil and its composition, Classification of soil, Collection and preservation of soil as an
evidence, analysis of soil samples: Physical, chemical and instrumental, interpretation of soil
evidence.
Fiber analysis: Forensic significance, Classification, Textile Fibers, Yams, Fabric construction,
Fabric characteristics, Microscopy characteristic, Birefringence, Fluorescence Microscopy,
colors in textile, color Assessment, chemical properties, physical, chemical and instrumental
methods of examination of stringiropes, wires/cables, seals, counterfeit coins. physical matches
ofbroken objects.

UNIT 5:
Tool mark Evidences: Introduction to tool marks, Types oftool marks, Class characteristics and
individual characteristics of tool marks, Collection and Preservation of tool marks. Forensic
examination ol tool marks.
Restoration of erased/obliterated marks: Principle ol restoration of erased marks, Techniques
involved for alteration of individual markings, Restoration of erased and obliterated marks on
various surfaces, Photography and Forensic assessment of methods for restoration of obliterated
marks.
Bite marks; objectives and forensic importance of bite-mark examination, the typical bite
marks morphology, types of bite marks, Evidence collection from victims und 

^rr.p""tr,
Photography, lifting, preservation of bite marks, casting of bite-marks, Identification and
comparison of bite marks, Case Studies

ll
"are4rov's

H

Tyre Impressions: Introduction to tire impressions, Collection and Preservation ol the time
impression evidence, Forensic Significance of skid marks, Forensic Examination for
identification and comparison. Case Srudies.

'r Foolprints & Shoe impression examination: Introduction to footprints & Shoe impression.
locating impressions at the scene of crime, Evidence collection: Colliction, Lifting Caiting and
Preservation of foot/footwear impressions, importance of Gait pattem, Forensic ldeltification
and Methods ofcomparison, Case Studies
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Lip print: Introduction to cheiloscopv and history of lip prints, classification of lip printsCollection, Development. taentificarioriLJ do.parison of lip printsEar prints: Intro^d11lon to the history oi "* prr.,tr, v..pr,"iliy 
"ithe 

ear, procedure of taking
ij3#f: 

from the suspects, ldentification anicomparison of e;p.trtr. 
*^,

Forensic Ballistics: Firearms characteristic,s & classification of firearms, History andbackground of firearms, Functional utt"-ury a operating principle of firearms, characteristics& working mechanism of standard a Nin-rturrau.a firearms, Improvised, country made.Imitative firearms, identification of origin.
concepts of Ammunition: Types of Immu.rition classification and constructional features ofdifferent types of cartridges, 

-types 
or p.i-"., and priming composition, propelants and theircompositions' velocity and pressure characteristics under iifferent .orai,iJn., various types olbullet and compositional aspects

Internar baIistics: Heat pioblems, pressure, Recoil, vibration.& Jump, Barrel Fouling, Ignitionof propellants' shape and. size or p.op"llunir, .anner. of buming, uuilrJ.,or. aflecting theinternal ballistics: lock time, ignitio" ti-",' barrer time, 
".o.i;;, ";;;r;n and gas cutringequation of motion of projectiie. Densitv of loading. Measurem"ni- oi'.t."rg,r, of firearmprojectile velocity determinatio4 theory of recoil, and methods iol ."^u."."nt of recoilExtemal ballisties:. vacuum. trajectory, irajectory formation & its computation, effect of airresistance on trajectory, angle ofrail, Influloc" of pu.th 

91 1i".i".i"v, ii* drag, vaw, shape ofproiectile and stability, ballistics coefficient and limiting velocity, Ballistics tables,measurements ol trajectory parameters.

Terminal/wound Ballisties: striking velocity, striking angle and nature of target, tumbling ofbullets, effect of instabitity of bulGt, effect'oi intermediate targets, temporary and permanentcavities' Ricochet and its effec^ts, stopping power, threshola ,Ei""ity 
-ri. 

penetration of skinflash/bones, Nature of w^ound of entry 
^& .ili*ouna, characterizatiori a 

"rrltrutlo, 
of injuries,determination of range of fire, time of fi.irg, analysis of GSRTest firing: procedure for test fir.. lumoie 

. 
fot 

. 
test firing. Recovery methodology.Specifications of Firing gallery, working of automatic firing rest, i"?*v i-pr**tive measures.Weapons and their linkage with fired amlmunition.

Instrumental techniques used for ba istic evidence anarysis: Borescope, comparisonMicroscope' t,...t. 
=,trot.ope. 

rrave,ing microscope. ser,a. eoInr. rntroduction roautomated system of trajec.tory computatioi, lBallistic'ou,u n"quiririon'system ): operaringsvstem & its concepts,. Universar Receiv"., iitut, ru.g"i n.*"-."I;i;ffi management of
9.{]]$:r data, Integrated Ballisties Identifi caiion system)
UNIT 7

Multimedia Forensics:
Audio Recognition: Introduction to forensic speaker recognition, history, and its typesPhvsiologv of voice production, Interspeaker -i i;;p;;;' ,".#r"* ,;*-dependent andtext-independent speaker recognition, collection of auiio ,,urJ".Jr, 

-^,,a,iing 
of speakersTechniques of speaker profiling, Tape authentication -a tu.ferinil";;;, in audio filesSpeech enhancement and normalization techniques Introduction ^t" rJ..rri" 

-ri.reo 
and image. analysis: frame hy frame extraction and analysis, shot by shot analysis, technical aspects ofvideo/ fi les. Video authentication and .nt -....ri techniques soir', 

'r". 
rr."aling, colection,( preservation and analysis or .urti."air-"riJ"r""., root, and techniques used for audio and

,n :#'a' 
u,o.o examinat ion.



19

UNIT 8:
Introduction to Photography: History ol photography & cameras, Types of camera and
lenses, photographic instruments: light sources, opticai f,ilters, fundamentais ol light and vision,
Spectral sensitivity of photographic materials, Camera exposure determination. B-asic principles
and techniques of Black & white_and colour photography, concepts of coroured photograpny.
Linkage ofcameras and film negatives
Modern developments in photography: Digital photography, Image sensors, software for
digital photography, Image File formats, photo shop-deveropment- digital images processing and
manipulation- forensic application. Crime scene photography, pt,oto-iI.ogruphy, macro
photography. Reprovit unit, photography of fingerprinis 

-a,rd 
do.rrn.rrtr,- IR 'and 

UV
photography, Introduction to photogrammetry and its applications in Forensic Science, crime
scene videography/high speed videography. court representation and admissibility ol
photographs in the judicial system
UNIT 9:
Forensic Engineering: Introduction to forensic engineering, ISI/Code of Building Construction,
Structural failures, structural, material composition analysis leading to failures,-manufacturing
defects, etc., static loads, dynamic loads, causes of structural collapse, Investigation and
observation of collapsed structures and causes of failure Examination of structural 

-parameters

(beam, column, slab, foundation, ties, reinforcements and reinforcement 
"oua. "t..j. 

Forensic
examination of the basic materials like cement, sand, brick, grit, steel, quality of watei, bitumen,
determination of adulterants, electrical appliances installations etc, Sampling of the materials
with relevant information required for the investigation
UNIT 10:
Laboratory management System: Laboratory information system, Laboratory information
management system, sample management, chain of custody, workflow automation, data
management, quality control, security system, standards and compliances, validation and safety
equipment.
Forensic statistics: Types of data, Basic concept of frequency distribution, measure ol central
values Mean, median and mode, measure of dispersion, range, mean deviation and standard
deviation, Probability: Theory and classical definition of probability. Bayes theorem ol
probability, conditional probability and coincidence probability, chi-square t;st, t-test, z-test,
ANOVA.
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Introduction to Forensic science Definition and*scope of Forensic Science, History anddevelopment of Forensic science, Need.ro pii".ipr.. police and, Forensic science Iaboratories/institutions in India' organizational structure oiu ro,.n.i. -science Laboratory rnstirurion,Services provided by othe'r institurions. rr^",r"". *i responsibiriry ofForensic scienrist.
Introduction to the crime scene:,its types a^nd processing order, role of the first arriving officer atthe crime scene. Searching techniqies or ciime ,..n.. ..i.. scene ethics. rypes oi.physicalevidences, classification and^Role'of physical ;ril;;", in_criminar Investigations & Trails,collection of evidences, safety measurer ro, 

""ia*"a coflection, preservation, packaging.
scaling, labeling and forwarding of physical ruiaer..r. Maintaining the chain of custodv.

:Jt'#:".. 
value ofphysical evideices, it".on*ru.,i* orscere ofcrime] Ir,."ar"l"" . iiiii]Xl;

Expert testimony in court of law, admissibility of forensic evidences, laws and acts relevant toforensic science

History of Drug Abuse and related^common terminologies, Routes of administration, action andsymptoms of Narcotic Drugs atrd. Psychotropic Substa"nces, Different methods of extraction ofdrugs, clean up procedures, analysis and field tests' 
-----

Analytical Chemistry: Classification of analytical methods Classical and Instrumental,volumetric, titrimetric and gravimetric techniques, selection of proper anarytical techniques.types and range of determination., accuracy,_ r.r,ritiuity, precision 
"ra 

*."rr, ,"'.pr" preparation,handling of reagents with safety, density and uir.oritli_'"usr."."nt,
S_tatistical Anarysis: Mean, Mode, Median, correlation and Regression analysis. NurlHvpothesis, variance, r-tesr, chi-Square t".t. ryp. or ouo, rra"r-.-r?";;"*.Ti'iJ"";"i'"ill
Dispersion of Data, Correlation, probability ,"a p.ooi aNOVa test
chemical periodicity, main group of erements and their compounds, concept of acids and bases,hard solt acid base concept, non aqueous solvents, organometallic compounds- synthesis,bonding & structure and reactivity, characterization of inorganic compounds. Chemistry ofnatural 

-products carbohydrates, proteins and peptides, fatty a"cids, ,u"rJi" *iJr, ,teroids andalkaloids

Qualitative analysis: Sample preparation, dissolution, digestion and fusion, Nature of traceanalysis, spot tests and spectroscopic methods. Screening tests commonry engaged in chemicalanalysis of drugs samples.

solvent extraction: Advantage and application, Derivation of the relation between the percentageextraction and number of extraction, relation between distribution ratio and distributioncoefficient, quantitative treatment of neutral chelate in extraction systems, pH extraction curve,masking agent, salting out technique, single extraction verses muliiple extiactions, solid phaseextraction, accelerated solvent extraction, ultrasonic extraction, rr."i ,!nr- 
"-t*.li.,i 

""

chromatography and Erectrophoresis ceneral principles and types of chromatographic
i techniques: Paper chromatography, column chromatography, Thin layer chromatography.adsorption chromatography, partition chromatography-, 

^Gas 
chromatography, Gas-tiquiachromatography, Ion exchange__chromatography," oxciusion (permeationi) chromatography.affinity chromatography, HpLC, HprLC, capitiary ct romatography ana Etect.oprroresrs
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spectrophotometry- Basic principles, Beer-Lambert,s Law, principle and biochemicalapplications ol UV-vis spectrophotome;ry.;iil. ;b"*.prion spectroscopv Theory andapplications or IR. Fourier^'Transfornr i"ir*.i""#,roscopy 
l FTIR). Nuclear Magneric

ilr::",'#T,'$:Hscopv 
(NMR) in tr'.,trav oiili,#oi..rru,'ri,r.,,,".,,,n",", ,pecrroscopy.

Extraction, isoration & identification of Alkalends viz- Marphine, codeine, Bracine, Strychnine,Nicotine. Atropine, Hvoscvamine, co.uir",-u"-io;;i'il;*"'"I;il;: ffi;[i: isolation& identification of seditivs a.p**-,r, rii.d;;, il;. and drugs of abuse.
Medicinal chemistry: cenerar drugs. Designer Drugs. Drugs of abuse. Drug dependence andDrug Tolerance. mode of 

,11irf.1i1,1"1,^-_J ff,'lirrt,og,"ut action of drugs of lbrensiclmponance. Mandatory provisions olNDpS acr, iggs
Drugs Act and Excise Act
Narcotics drugs and psychotropic substances: Definition, types, appearance, production andchemical characteristics, common terminologies, nrug action 

";'"";o"i,r:;;;il ,yr,.n-,Sampling and analytical techniques r", qrrri,"ti'* i ffiirurrr" analysis
Plants of Narcotic impofiance 

.and their morphology: papaver somniferum, cannabis sativa,coca plant and analysis or their active 
"ont,iiu"niJ'pry.hot.opi" subsrances: Ampheramines.Besnsdazapines and rheir derivarives. Barbituratei irriltd;:'#;..ru"., il"of,'Jlrtl" .,..

Introduction to controlled Substances, classification of controled substances, presursorchemicals, Narcotic raids and clandestine dru! i.u"."tJL, .riaences and forensic examination.

Dated: os btlz"t-

n'w^ ' /-
,.r*r?."fl{#

Haryana Public Service Commission
Panchkula


